Getting Started for ADF App Developers

Introduction

The Singapore Student Learning Space (SLS) is a learning portal to support new ways of learning for students.

In the SLS, students and teachers interact in the Virtual Learning Environment (VLE). The Application Development Framework (ADF) was
conceptualised to allow the VLE to be extended with external, specialised tools. This is achieved by allowing the integration of external web
applications with the SLS, with data exchange facilitated through API.

The ADF is developed using GraphQL and will be able to support Learning Tool Interoperability (LTI) v1.3 in the future. For more info on LTI, visit
http://www.imsglobal.org/spec/Iti/v1p3/

In this document, we share a sample use case, and the technical documentation for integration with the ADF. The ADF currently only supports
the integration of web applications that are maintained independently by third-party developers.

Key Concepts

Each ADF app is:

® A web application with a web server to make API calls to SLS;

® Allowed to be installed into group(s) that is either a class taking a subject in a level (e.g. Secondary 2 Biology) or a group created in SLS
without a subject/ level;

® Able to make API calls using a valid Access Token (e.g. get information about groups that have the app installed);

® Launched by users from SLS with the context of a VLE group;

® Displayed either in a new tab or iframe within the SLS VLE application when launched.

Sample Use Case Walkthrough

For a sample use case of how an app is integrated into SLS through ADF, please refer to Sample Walkthrough.

ADF APIs

API Versioning

Semantic versioning is used to version the APIs. Breaking changes that are not backwards compatible will be released in major versions, while
backwards compatible modifications would be released in minor versions.

API Specifications

For API authentication, please refer to ADF API Authentication v1.2.

For application integration, please refer to ADF Data API Specifications v1.4.

What's Next

Please contact us to discuss potential integration opportunities. We provide a few tools to help with integration:
® Sample credentials for testing ADF APIs (clientld and clientSecret);

® Sample SLS accounts to view VLE as a student and teacher;
® GraphiQL for developers to test GraphQL queries against ADF.
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Sample Use Case Walkthrough

Introduction

This walkthrough will provide a sample use case of how an app can be integrated, and how some of the APIs can be used. In this example, the
integration of Application_1 will be explored.

Application_1

Application_1 is a Learning Management System (web application) which can create programming quizzes. Students are able to enter code (eg.
Python or Java), which will be evaluated and run against test cases set by the teacher to determine the correctness of the code/function. This
example will demonstrate one way in which Application_1 can be integrated with ADF, in which each programming quiz is mapped to a SLS
Assignment.

Sample Sequence

This is a sample sequence of assigning and completion of a Application_1 quiz. Assume that Application_1 is installed into a Subject Group (Sec
4E1 Computing).

Teacher (Ms Lim)

1. In Sec 4E1 Computing of the SLS VLE interface, Ms Lim launches a Application_1 Programming Quiz.
2. Application_1 is launched within an iFrame in SLS.
1. (GET Context) During launch, SLS would provide Application_1 with a context-id through the launch URL (eg. Application_1.com
/launch?context-id=1234).
1. Application_1 makes an API call to get information on the context-id, including the current user and group which is
launching Application_1.
2. The information of the event 'LAUNCH_APP', and the event_id would be the UUID of the group.
2. (Query Group) If the group is new, Application_1 can make an API call to get the information of the group.
3. Application_21 will be redirected to the landing page, signed in as Ms Lim.
3. Ms Lim creates a programming quiz on Application_1, and assigns it to the group.
1. (Mutation CreateAssignment) Application_1 can make an API call to add an assignment to SLS, and provide the list of students
it is assigned to.
2. SLS would create the necessary Assignment and Tasks (based on the assignees provided by the mutation), and respond with
the necessary information.
4. Ms Lim can launch this programming quiz through the SLS Assignments page. This is meant for Ms Lim to view, edit and monitor the
assignment in Application_1.
1. (GET Context) During launch, SLS would also provide Application_1 with a context-id.
1. The information of the event 'LAUNCH_ASSIGNMENT', and the event_id would be the UUID of the Assignment.
2. Application_21 will be redirected to a page to view/edit/monitor the assignment, signed in as Ms Lim.

Student (John)

1. When the Assignment has started, the Programming Assignment as a Task can be seen by John on their SLS space. Launching the task
would bring them into Application_1:
1. (GET Context) During launch, SLS would also provide Application_1 with a context-id.
1. The information of the event 'LAUNCH_TASK', and the event_id would be the UUID of the Task.
2. Application_1 will be redirected to a page to view/edit the task, signed in as John.
2. John will start work on the programming quiz in Application_1.
1. (Mutation UpdateTask) (Optional) If preferred, Application_1 can make a call to update the status of the task from 'NEW' to
'IN_PROGRESS".
2. (Mutation UpdateTask) Upon completion, Application_1 can make a call to update the status of the task to 'COMPLETED'
3. John will be still able to launch Application_1 Tasks that are 'IN_PROGRESS' or 'COMPLETED', and will be launched within an iFrame in
SLS.
1. (GET Context) During launch, SLS would provide Application_1 with a context-id through the launch URL (eg. Application_1.com
/launch?context-id=1234).
1. Application_1 makes an API call to get information on the context-id, including the current user who is launching a task
in Application_1.
2. The information of the event 'LAUNCH_TASK', and the event_id would be the UUID of the Task.

Sample Screens

Click the Apps tab to access the applications.
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STUDENT Search SLS Q

ft .
SLS Sec 4E1 Computing Please select
@
- Assignments  Subgroups  Administration  Apps Announcements
= Find Assignments Q
« New Announcement
o Assigned In Progress. Completed

SLS Sec 1-A ADDITIONAL MATHEMATICS
Untitled Lesson

[ New Assignment
Started on 22 May due on 29 May

SLS Sec 1-A ADDITIONAL MATHEMATICS
Everything

Started an 10 Jun due on 17 Jun

SLS Sec 1-A ADDITIONAL MATHEMATICS
Untitled Lesson

No Announcements
Started an 09 Jun due on 16 Jun No Assignments.

SLS Sec 1-A ADDITIONAL MATHEMATICS

Everything

Started on 26 May due on 26 May

SLS Sec 1-A ADDITIONAL MATHEMATICS Showing 0 to 0 of 0 entries
Everything

A menu with the installed and available applications will show up.

ez
STUDENT Search SLS Q

LEARNING SPACE

# SLS Sec 4E1 Computing Please select
=z
Assignments  Subgroups  Administration  Apps Announcements
[ -]
. Installed
# New Announcement
o

Application_1 UNINSTALL

Application_2 UNINSTALL

Available
No Announcemants

No Apps.

Showing 0 o 0 of 0 entries

Clicking on the launch icon will launch the application (either within an iFrame, or in a new tab)
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STUDENT
LEARNING SPACE

SLS_4E1_Computing Application_1
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ADF API Authentication v1.2

® Overview

® Get Access Token (REST)
* URL
® Parameters
® Sample Request
® Sample Response
® Error Responses

This document is a working draft; feel free to contact us for any issues listed.

Overview

This document explains how to set up an application to make API calls with the ADF API authentication mechanism.

For APl communication and authentication, a 2-leg OAuth authentication is used (or Client credentials grant type for Oauth 2.0). Using the
provided clientld and clientSecret, an application can obtain an authorization token via the Get Access Token endpoint. This token can be used to
make API calls to retrieve data from the APIs.

SLS
{ADF) App
T T
1 | -
All api requests must be sent via HTTPS. IT
Except GetToken API, All api requests must be sent with the header: Authorization: Bearer <Access Token>

! App will access ADF to retrieve the app context informatien (via AP| 'Get Context')

validate the presence and validity for the Access Token

alt [App has not requested Access Token before or Access Token is invalidated]

Response 401 Unauthorized

L
>

i _ call GetToken AP|

POST fapifvl/ftoken HTTP/1.1
Content-Type: application/json
{"clientld":"=app id=","clientSecret":"<app secret>","grantType""client_credentials","scope":"all"}

return Access Token

-
>

store the Access Token

T
|
|
|
' App should store the Access Token to prevent excessive calls to ADF 5
|
T
|
|

Return context information

e ).
' _ App may access more api(s) to render itself in the iframe
There could be multiple api calls 5
\Retunapidata >
sLs App

Get Access Token (REST)

Get access token to access other API methods.

URL

PCST / api s/ vl/token
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Parameters

Type Parameter Description Mandatory Default Remarks

string clientld App identifier which Yes
assigned by SLS

string clientSecret Shared secret between  Yes
App and SLS which is
generated by SLS

string grantType Value MUST be set to Yes
"client_credentials".

string scope The scope of the No all Reserved for future use
access token issued

Sample Request

{"clientld":"f956dd99-wdbc-11e7-a92d- 0gw021f a327c", "client Secret":"

abcdef gh", "grant Type":"client_credential s","scope":"all"} i
Sample Response

o

g "t oken": "ee5d40b0- 1f dn- 4975- ab07- 44b410f 210c2" i

Fo)

Error Responses

HTTP Code Description Response

200 App is not registered or not approved. {"errors":[{"message":"Invalid credential
(40001)"}}

200 App secret is wrong. {"errors":[{"message":"Invalid credential
(40002)"1}

others (e.g. 4xx, 5xx) Call failed due to either client-side problem

or server-side problem. Refer to List_of HTT
P_status_codes for more details.
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ADF Data API Specifications v1.4

Overview
App Launch Flow
The GraphQL API Endpoint
Invoking and Testing GraphQL Calls
GraphQL Resource Limitations
GraphQL Pagination
GraphQL Schema

® Scalars

® Object

®* Query
® Examples of GraphQL Queries and Mutations

® Retrieve Context

Retrieve User
Retrieve Group
Retrieve Assignment
Retrieve Task
Retrieve All Groups
Create Assignment
Update Assignment
Delete Assignment
Update Task
Create Notification

This document is a working draft; feel free to contact us for any issues listed.

Overview

The following are the API specifications for Application Integration. The APIs follow GraphQL; if you are new, you can learn more through https://w
ww.howtographqgl.com/.

In this specification, we provide the following information:

. App Launch Flow

. The GraphQL API Endpoint

. Invoking and Testing GraphQL Calls

. GraphQL Resource Limitations

. Pagination

. GraphQL Schema (Scalars, Objects, Queries and Mutations)
. GraphQL Queries and Mutations

~N~No o~ wNE

App Launch Flow

This is a sample sequence when an app is launched
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% SLS SLS

Browser (VLE) || | (ADF) App

(Teacher/Student)
User Login to 5LS

Return Landing page

User click on app navigation, and select app

| SLS will create an app context with relevant data for app to consume '3.

‘ [_ SLS redirect user to page where app is displayed in an iframe ‘
I~ |

| The iframe link will contain the app context ID

Browser will open up the iframe with the app endpoint link ‘ I

All api requests must be sent via HTTPS,

Except GetToken API, All api requests must be sent with the header: Autherization: Bearer <Access Token> BI

| App will access ADF to retrieve the app context information (via AP| ‘Get Context')

validate the presence and validity for the Access Token

alt [App has not requested Access Token before or Access Token is invalidated]
sponse 401 Unauthorized

| Call GetToken API

POST fapifvlftoken HTTPfL.1
Content-Type: application/json
{"grant_type™"client_credentials", "clientld":"<app

id=", "clientSecret™ "<app secret=", "scope

return Access Token

store the Access Token

Retum context information

App may access more apiis) to render itself in the iframe

There could be muitiple api calls

Return api data

Render the app in the iframe and return web response back to| user

Access app features

There could be multiple access and may also include multiple access to the ADF

|I L App response as accordingly ‘ | |
- 1

When user decide to move to other parts of 515, or exit 5LS or App

T mr
1 |:
Browser
(Teacher/Student) :\?’LISE (2:5%] I

The GraphQL API Endpoint

The GraphQL API has a single endpoint, which remains constant regardless of the operation

Invoking and Testing GraphQL Calls

To make an API call with GraphQL:

® Use HTTP POST to make the API call
® In the request header, specify the following:
® authorization: Bearer <Access Token>
® content-type: application/json
® |n the request body, include the GraphQL query in a string as part of a JSON object.

App should store the Access Token to prevent excessive calls to ADF é

It is recommended using the GraphiQL Explorer to test GraphQL calls. You can also use cURL or any other library to make HTTP calls. To query
GraphQL using cURL, make a POST request with a JSON payload. The payload must contain a string called query:
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curl -H "Authorization: Bearer <Access Token>" -X POST -d " \
{\

\"query\": \"query { context(uuid:\"f6fc25d6-feel-45b5-b149-
d669c4d182cf\") { user {id} }}\" \

P

GraphQL Resource Limitations

To protect the ADF server from excessive and abusive queries, there are resource limitations set on the server. Currently, there are two
limitations introduced on the ADF server:

1. Maximum query depth (set at 3); and
2. Query complexity (with an arbitrary high limit set for now)

A more formalised version of the resource limitations will be implemented and documented soon. The current set limitations should prevent

abusive GraphQL calls and not affect most queries; if you face issues, please reach out to the SLS ADF team.

GraphQL Pagination

ADF follows the standard GraphQL cursor-based pagination, which supports client to

® Paginate through the list
® Ask for information about the connection itself, like totalCount or pagelnfo.
® Client should always query for the pagelnfo to know whether next page is available, or whether this is the last page.

Pagination support is currently available in allGroups Query.

GraphQL Schema

Scalars

# Date and tine format, format: | SO OFFSET _DATE TI Mg, e.g.,2007-12-03T10:
15: 30+08: 00

Dat eTi ne
¢ # Unique identifier
uuJl D i

Object

Pagelnfo

Cursor based pagination
5 type Pagelnfo { 5
f # The cursor value fromthe |last node in the returned page. f
i endCursor: String! i
# Wiet her there i s next page avail able.
; hasNext Page: Bool ean ;
Coy i
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User

# A user in the system who is either a teacher or student.

type User {
# Login Id of user,
uui d: UU D

# Nanme of user.
nanme: String!

# Rol e of user, either
rol e: Rol e!

# Schoo
school :

of user
Schoo

# Emai | address of user

# Not all users have enmuil
# Prior approval is required to cal

email: String

# Level that student is in,
only (Null for teacher).
| evel : Leve

e.g.
st udent

# The uni que nunber
Applicable to student only (Nul

i ssued to each student
for teacher).

uni que identifier of user.

Teacher or Student.

addr esses

this field

Secondary 1. Applicable to

in his/her class.

cl assSeri al No:
# Active (ie.

# For Teacher,
# For Student,
#
# first:
groups(first:

}

enum Rol e {
# Teacher
TEACHER

# Student
STUDENT

enum Level {
# Primary 1
PRI MARY_1

I nt

current year) groups that user is in
# Only returns groups that have this app installed.

it
it

returns the first

I nt

is the Goups that this teacher is teaching
is the G oups to which this student bel ongs

N groups, default to 20 if not specified.
= 20): [Goup!]
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# Primary 2
PRI MARY_2

# Primary 3
PRI MARY_3

# Primary 4
PRI MARY_4

# Primary 5
PRI MARY_5

# Primary 6
PRI MARY_6

# Secondary 1
SECONDARY_1

# Secondary 2
SECONDARY_2

# Secondary 3
SECONDARY_3

# Secondary 4
SECONDARY_4

# Secondary 5
SECONDARY_5

# Pre-U 1
PRE U 1

# Pre-U 2
PRE U 2

# Pre-U 3
PRE U 3

# A group of teachers and students
type Goup {

# UU D of the G oup.

uui d: UUI D!

# Name of the G oup used in VLE
name: String!

# ldentifier of Group for students and teachers, e.g. Sl-A
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code: String

# Subj ect of the Group: e.g. English Language.
subject: String

# School of the G oup
school : School

# Whether the Group is currently active.
active: Bool ean!

# Level of the group: e.g. Secondary 1.
| evel : Level

# Teacher (s) who teaches this G oup.

# first: returns the first N teachers, default to O if not
speci fi ed.

teachers(first: Int = 0): [User!]!

# Students who belong to this G oup.
#
# first: returns the first N students, default to O if not specified.
# sortField: sorts students by the field, default to class serial no.
if not specified.
students(first: Int = 0, sortField: StudentSortBy =
"CLASS SERIAL_NO'): [User!]!

# Assignnents that have been assigned to this G oup.
#
# first: returns the first N assignments, default to 20 if not
speci fi ed.
assignnents(first: Int = 20): [Assignnent!]!

# The date tine when the Goup | ast changed.
# The field is updated when G oup nanme, nenbership or status is changed
| ast Updat ed: Dat eTi ne!

enum St udent Sort By {
# Sort students by class serial nunber
CLASS_SERI AL_NO

# Sort students by nane
NANVE

type G oupsConnection {
pagel nfo: Pagel nf o!
edges: [ GroupsEdge]!
}
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type G oupsEdge {
cursor: String!
node: G oup!

School

type School {
# School code
code: String!

# The full nane of school
nane: String!

Context

# A context is provided to an App when a user |aunches the App from SLS.
# The context provides information of the user who | aunches the App and
fromwhere it is |aunched.
type Context {

# Information of the user who | aunches the App

user: User!

# Information of where the App is | aunched
event: Event!

}

# Event information when App is |aunched.
# Event is generated when:
# 1. LAUNCH APP: Launch App from <G oup> page
# 2. LAUNCH ASSI GNVENT: Open <Assi gnnment > page (from Assi gnment Listing
page)
# 3. LAUNCH TASK: Open <Task> page (from either Dashboard or
Noti fi cati on)
# 4. LAUNCH URL: Launch a URL enbedded in | esson
type Event {
# The type of event associated with the context.
type: Event Type!

# UU D associated with the EventType, ie. Goup / Assignment / Task.
Enpty for LAUNCH URL
typeld: UU D

# The | aunchKey of event associated with the context.
| aunchKey: String

# The | aunchUrl of event associated with the context.
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| aunchUrl: String
}

enum Event Type {
# Launch application.
LAUNCH_APP

# Launch assignment. E.g. Teacher open assignment.
LAUNCH_ASSI GNMVENT

# Launch task. E.g. Student open task from dashboard.
LAUNCH_TASK

# Launch a url enbedded in Lesson
LAUNCH_URL

Assignment

# A piece of work that a teacher allocates/assigns to one or nore students
in a Goup.
# Each assignnent has a collection of tasks, each corresponding to a
student in the assignnent.
# 1t is not mandatory for all students in the Goup to have a task for
each assi gnnent.
type Assignnent {

# UUI D of this assignnent.

uui d: UU D

# Title of assignment.
title: String!

# Assignnent start date and tinme, format: |SO OFFSET_DATE TI ME, e.
g.,2007-12-03T10: 15: 30+01: 00.
start: DateTi ne!

# Assignnent end date and tine, format: |SO OFFSET_DATE_TI ME, e.g.
2007-12-03T10: 15: 30+01: 00.
end: DateTine

# User (ie. a teacher) who has created this assignnment.
creat edBy: User!

# User (ie. a teacher) who have made changes to this assignment.
nodi fi edBy: User

# Type of assignnent, reflected in the SLS assi gnnent page.
type: Assi gnnent Resour ceType!

# Goup that this resource has been assigned to.
group: G oup!
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# List of tasks that have been generat ed.

#

# first: returns the first N tasks, default to O if not specified.
tasks(first: Int = 0): [Task]!

# Whet her the assignment will launch in a newtab or within SLS' s
frame
# True if new tab, False if otherw se.
openl nNewTab: Bool ean
}
enum Assi gnment Resour ceType {
LESSON
QI Z

Task

# A basic unit of work for one student.
# Each task is part of an assignnent, and tracks the progress of the
student's work.

type Task {
# UU D of this task.
uui d: UUI D!

# Title of assignnment that this task is associated to.
title: String!

# Task start date and tine (same as assignnment), fornat:
| SO OFFSET_DATE_TI ME, e.g., 2007-12-03T10: 15: 30+08: 00.
start: DateTi ne!

# Task end date and tinme (same as assignment), format:
| SO OFFSET_DATE_TI ME, e.g.,2007-12-03T10: 15: 30+08: 00.
end: DateTine

# User (ie. teacher) who has created this task.
creat edBy: User!

# User (ie. student) assigned to this task.
assi gnee: User!

# Subject of the task assigned.
subj ect: String!

# Status of this task, default is NEW
status: TaskSt at us!

}

# Status of the task by the assigned student.
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enum TaskSt at us {
# Student has not started on the task.
NEW

# Student has started, but not conpleted the task.
I N_PROGRESS

# Student has conpl eted the task.
COVPLETED

Notification

# A notification is a nmessage for a specific SLS user, with a nessage to
provi de i nformation.
# The notification can be clickable if the event Type and event Typeld is
provi ded.
# | f both event Type and event Typeld are not provided, the notification is
not clickabl e.
type Notification {

# UU D of the notification.

uui d: UUI D!

# Notification nessage.
message: String!

# Scope in which notification is sent in the context from
Exanpl es i nclude gl obal, school or group.

# This is for future extensibility and GROUP shoul d be sel ect ed.

scope: NotificationScope

# 1d of scope (for NotificationScope of GROUP, this should be set
to Goup UU D).
scopeld: String

# Context event type set in the Context when the user clicks and
| aunches the notification.

# event Type nmust be one of the enum val ues of Event Type.

event Type: String

# Context event type id set in the Context when the user clicks
and | aunches the notification
event Typel d: UU D

# List of the recipient's (ie. SLS user) UU D.
# Recipient(s) must exists within the scope (one of the
Noti fi cati onScope val ues), specified by the scopeld.
recipient:[UUD ]!

# Whether the notification, when clicked, will launch in a new tab
or within SLS s frane
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# True if new tab, False if otherw se.
openl nNewTab: Bool ean

}

enum Noti ficati onScope {
GROUP
SCHOOL
GLOBAL

Query

type Query {

# Retrieve context information via Context |ID which is provided by SLS
# Various Scenari os:
# 1. LAUNCH APP: Launch App from <G oup> page
# 2. LAUNCH_ASSI GNMVENT: Open <Assi gnnment > page (from Assi gnment
Li sting page)
# 3. LAUNCH TASK: Open <Task> page (from either Dashboard or
Noti fi cation)
#
# Context will expire in 10 seconds.
#
# Errors:
# 1. Authorization header is invalid
# 2. Context does not exi st
# 3. Context has expired
#

context(uuid: UUD): Context
Retrieve user information via user |D.
Errors:
1. Authorization header is invalid
User does not exi st

2.
3. User is neither Teacher nor Student
4. App is not installed for this User

#
#
#
#
#
#
#
#
user(uuid: UUD): User

# Retrieve group information via group UU D.
#

# Errors:

# 1. Authorization header is invalid

# 2. Group does not exist

# 3. App is not installed for this group
#

group(uuid: UUID): Goup
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Retrieve assignnent information via the assignnent UU D.

#
#
# Errors:

# 1. Authorization header is invalid

# 2. Assignnent does not exist

# 3. Assignnent is not created fromthis App
#

assi gnnent (uuid: UU D'): Assignment
Retrieve task information via the task UU D.

#
#
# Errors:

# 1. Authorization header is invalid

# 2. Task does not exi st

# 3. Task is not created fromthis App
#

t

ask(uuid: UUD): Task

# Retrieve all groups installed to the App
#
# 1f changedSince is provided, only groups that changed since the tine
provided will be returned.
# | f school Code is provided, only groups in the school will be returned.
#
# Errors:
# 1. Authorization header is invalid
# 2. Timestanp is invalid
# 3. School code is invalid
#

al | G oups(changedSi nce: DateTi me, school Code: String, first: Int, after
String): G oupsConnection

}

Mutation

Convention:

1. For create and update of Types, to return the Type as part of the response.
2. For deletion of Types, the unique identifier (ie. UUID) of the Type is returned as part of the response.

type Miutation {

# Creates an assignnment for a group

# To assign the same quiz/activity/assessnment to multiple Goups,
create an assignment for each group

#

# Errors:

# 1. Authorization header is invalid.

# 2. Assignnment start date is after or equal end date.

# 3. Assignnent title is not provided.

# 4. Assignee is enpty.

# 5. Group is not provided.

creat eAssi gnnment (i nput: Assignnent | nput!): Assignment
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# Updates the assignment: set fields to null if there are no
changes to those assignment fields

# Use this nutation to add or renpbve tasks associated to this
assi gnnent .

#

# Errors:

H

1. Authorization header is invalid.
# 2. Assignnent UUDis invalid.
# 3. Assignnent does not belong to App.
4. Once assignment has started, unable to update openl nNewTab
field.
updat eAssi gnment (uui d: UUI D!, input: Assignmentlnput!): Assignnent

# Del ete assignnent: assignnment UUID is returned on successfu

del eti on.
#
# Errors:
# 1. Authorization header is invalid.
# 2. Assignnent UUI D is invalid.
# 3. Assignnent does not belong to App.

del et eAssi gnnment (uuid: UUID): UU D

# Update task status to reflect the task progress.

#
# Errors:
# 1. Authorization header is invalid.
# 2. Task WID is invalid.
# 3. Task does not belong to App
updat eTask(id: UUI DI, status: TaskStatus!): Task
# Create notification for SLS user
#
# Errors:
# 1. Authorization header is invalid.
# 2. groupluid is invalid. App can send notification only
to group(s) that has the App installed
# 3. Recipient(s) does not exists or belong to the group

createNotification(input:Notificationlnput!): Notification

}

# Input type for nutations associated with assignnent.
i nput Assi gnnent | nput {

# Title of assignment.

title: String

# Assignnent start date, format: |SO OFFSET_DATE TI ME, e.g.,2007-
12- 03T10: 15: 30+01: 00
start: DateTine

# Assignnent end date, format: |SO OFFSET _DATE TI ME, e.g.,2007-12-

03T10: 15: 30+01: 00
end: DateTine

Copyright © 2020 Ministry of Education, Singapore. All rights reserved.



# UUI D of User (ie. a teacher) who has created this assignment.
createdBy: UU D

# UU D of User (ie. a teacher) who have nmde changes to this
assi gnnent .
modi fi edBy: UU D

# Type of assignnent, reflected in the SLS assi gnnent page.
type: Assignnment ResourceType

# User UUI Ds of students who are assigned to this assignnent.
# On successful creation of assignment, corresponding tasks for
each user will be created.
assignees: [UU D]

# UU D of Group that the assignnent is assigned to.
groupUui d: UUI D

# When Student/ Teacher |aunch this assignment, it will be opened
within SLS or new tab based on this setting.

# If this value is not provided, it will default to application's
setting.

# Once assignnent has started, this value can no | onger be updated
and error will be returned.

openl nNewTab: Bool ean

}

# Il nput type to create notification.

i nput Notificationlnput {
# Notification nmessage, nmaxi numlength of 300 characters.
message: String!

# Scope in which notification is sent in the context from
Exanpl es i nclude gl obal, school or group.
# This is for future extensibility and GROUP shoul d be sel ect ed.
scope: NotificationScope

# 1d of scope (for NotificationScope of GROUP, this should be set
to Group UU D).
scopeld: String

# Context event type set in the Context when the user clicks and
| aunches the notification.

# event Type nust be one of the enum val ues of Event Type.

event Type: String

# Context event type id set in the Context when the user clicks
and | aunches the notification
event Typel d: UU D

# List of the recipient's (ie. SLS user) UU D
# Recipient(s) nust exists within the scope (one of the
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Noti fi cati onScope val ues), specified by the scopeld.
recipient:[UUD ]!

# When Student/ Teacher launch this notification, it will be opened
within SLS (iframe) or new tab based on this setting.

# If this value is not provided, it will default to application's
setting.

openl nNewTab: Bool ean

}

enum Not i ficati onScope {
GROUP
SCHOCL
GLOBAL

...................................................................................................................................................................................

Examples of GraphQL Queries and Mutations

The above schema should provide enough information to start integration. This is a more in-depth section exploring the queries and mutations for
the ADF, which includes some explanation, sample request and responses.

Retrieve Context
Retrieve context information via Context ID which provided by SLS.
Notes

® To get access token, please refer to 'Get Access Token' API.

® A Context token is only valid for query within 10 seconds of issue, after which the query only returns an error that the context has
expired.

w Click here to expand...
URL

POST / api s/ v1/ graphql

Sample Request

cont ext (uui d: "f 6f c25d6-f eel- 45b5- b149- d669c4d182cf ") {
user{
uui d
}
event {
typeld
type
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Sample Response

"data": {
“context": {

"user": {
"uuid": "148e4cl6- 7b3b-11e8-adcO-fa7ae0lbbebc”

1

"event": {
"typeld": "90c63878-92el-11e7-b105-0800279a327c"
"type": "LAUNCH_APP"

Error Responses

HTTP Code Description Response
401 Authorization header is invalid. {
"errors™:[
{
"message":"Authorization header is inv
alid”
}
]
}
200 Requested context does not exist or
doesn't belong to this app. "data":{
"context":null
h
"errors":[
{

"message":"Exception while fetching da
ta (/context) : Context does not exist"

}
]
}

200 Requested context has expired. {

"data":{
"context":null

12

"errors":[

{

"message":"Exception while fetching
data (/context) : Context has expired"

}
]
}

Retrieve User

Retrieve user information via user ID.

w Click here to expand...
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URL

POST [/ api s/ v1/ graphql

Sample Request

user (uui d: "26a8c4bc- 7b3b- 11e8- adc0- f a7ae0lbbebc") {
uui d
name
groups(first:2){
uui d
subj ect
code

"data": {
"user": {

"id": "26a8c4bc- 7b3b-11e8- adcO-f a7ae0lbbebc"

"nanme": "Fay Nyeow'

"groups": [

{

"uui d": "90c60139-92el-11e7-b105-0800279a327c"
"subj ect": "ADDI TI ONAL MATHENMATI CS"
"code": "S1-A"

"uui d": "90c603db-92el-11e7-b105- 0800279a327c"
"subject": "ADD TI ONAL MATHEMATI CS',
"code": "S1-B"

Error Responses
HTTP Code Description Response
401 Authorization header is invalid. {
"errors™:[
{
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"message":"Authorization header is inv

alid"
}
]
}
200 User does not exist, user is neither teacher  {
nor student, App is not installed to this
User. "data":{
"user":null
h
"errors™:[
{
"message":"Exception while fetching
data (/user) : User does not exist"
}
]
}
Retrieve Group
Retrieve group information via group ID.
w Click here to expand...
URL
POST / api s/ v1/ gr aphql
Sample Request
ot i
; group(uui d: "90c6319d- 92el1-11e7- b105- 0800279a327c") {
uui d
: code
i subj ect
f students(first:2, sortField: CLASS SERI AL_NO) {
; nare
uui d
i }
i teachers(first:2){
f name
i uui d
| }
i }
-}

"data": {
"group": {
"uui d": "90c6319d-92el1-11e7-b105-0800279a327c",
"code": "S1-A",
"subject": "TAML",
"students": [
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"nanme": "ONG KOK E",
"uui d": "3dcfc622-7b3b-11e8-adc0O-fa7ae0lbbebc”

} ’
{
"nanme":. "FAY N',
"uui d": "26a8c4bc-7b3b-11e8-adcO-fa7ae0lbbebc"
}
] y
"teachers": |
{
"name": "Amy Choo",
"uuid": "a2915698- 7b3b-11e8-adcO-fa7ae0lbbebc"
} Ll
{
"nanme": "Audrey Tan",
"uuid": "a924a2bc- 7b3b-11e8-adcO-fa7ae0lbbebc"
}
]
}
}
}
Error Reponses
HTTP Code Description Response
401 Authorization header is invalid. {
"errors™:[
{
"message":"Authorization header is inv
alid"
}
]
}
200 Group does not exist or App is not installed ~ {
to this group. "data":{
"group":null
h
"errors™:[
{

"message":"Exception while fetching
data (/group) : Group does not exist"

]
}

Retrieve Assignment

Retrieve assignment information via assignment ID.

= Click here to expand...
URL

POST / api s/ v1/ graphql
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Sample Request

assi gnment (uui d: "d57aa443- 43a6- 4c58- a692- 53865ecdlbca”) {
uui d
title
start
end
creat edBy {
uui d
name
}
nodi fi edBy{
uui d
name
}
tasks(first:2) {
uui d
title
st at us

"data": {
"assignnent": {
"uui d": "db57aad443-43a6-4c58-a692-53865ecdlbca”
"title": "app | essonl",
"start": "2018-12-03T17: 15: 30+08: 00",
"end": "2018-12-13T17: 15: 30+08: 00",
"createdBy": {
"uui d": "belba3ec-7b3b-11e8-adcO-fa7ae0lbbebc"
"name": "Cheng Xin"
1
"modi fiedBy": null,
"tasks": [
{
"uui d": "b69e0c37-056d- 4b9f - aaf b- a98elc7d9dbe"
"title": "app lessonl",
"status": "NEW
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Error Reponses

HTTP Code Description Response
401 Authorization header is invalid. {
"errors™:[
{
"message":"Authorization header is inv
alid"
}
]
}
200 Assignment does not exist or Assignment {
is not created from this App. "data":{
"assignment":null
h
"errors™:[
{
"message":"Exception while fetching
data (
/assignment) : Assignment does not exist"
]

}

Retrieve Task

Retrieve task information via task ID.

w Click here to expand...
URL

POST [/ api s/ v1/ graphql

Sample Request

task(uuid: "b69e0c37-056d- 4b9f - aaf b- a98elc7d9dbe") {
uui d
title
start
end
creat edBy {
namne
uui d
}
assi gnee {
uui d
| evel
namne
cl assSeri al No
}
subj ect
st at us
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Sample Response

"data": {
"task": {
"uui d": "b69e0c37-056d- 4b9f - aaf b- a98elc7d9dbe",
"title": "My First Lesson",
"start": "2018-12-03T17:15: 30+08: 00",
"end": "2018-12-13T17:15:30+08: 00",
"createdBy": {
"nanme": "Cheng Xin",
"uui d": "belba3ec-7b3b-11e8-adcO-fa7ae0lbbebc"
}
"assi ghee": {
"uui d": "d938c6c2- 7b3b-11e8- adcO-fa7ae0lbbebc”,
"l evel ": "PRI MARY_ 2",
"nanme": "WANG Y",
"classSerial No": 10
1
"subj ect": "SCI ENCE S1-A",
"status": "NEW

Error Reponses

HTTP Code Description Response
401 Authorization header is invalid. {
"errors™:[
{
"message":"Authorization header is inv
alid”
}
]
}
200 Task does not exist or Task is not created {
from this App. "data":{
"task":null
h
"errors™:[
{

"message":"Exception while fetching
data (/task) : Task does not exist"

}
]
}

Retrieve All Groups

Retrieve all groups installed to the app.
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= Click here to expand...
URL

POST /api s/ v1/ graphql

Sample Request

al | &G oups(changedSi nce: "2018-12- 03T17: 15: 30+08: 00", school Code: "
1101", first:50, after:"
Y29t LnVmaWspdHkuc2xzLnFkZi 5t b2Rl bC5ncnFwaHFsLkdyb3VWTVOKkZWMENG" ) {
t ot al Count
edges {
node {
name
uui d
}
cur sor
}
pagel nfo {
endCur sor
hasNext Page

"data": {
"al |l Groups": {
"total Count": 2,
"edges": [
{
"node": {
"nanme": "P4- MATHS-1 MATHEMATI CS",
"uui d": "b69e0c37-056d- 4b9f - aaf b- a98elc7d9dbe"
},
"cursor":
"Y29t LnVmaWbpdHkuc2xzLnFkZi 5t b2R bC5ncnFwaHFs Lkdy b3VWIV@k ZVWwe MJ
1
{
"node": {
"nanme": "P4-SCl-1 SCI ENCE",
"uui d": "c92c05c8- cf 8d- 4f 7d- b162- 491940cch87e"
1
"cursor":
"Y29t LnVmaWbpdHkuc2xzLnFkZi 5t b2R bC5ncnFwaHFs Lkdy b3VWTIV@k ZVW6Ng"
}
1.
"pagel nfo": {
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"endCur sor":
"Y29t LnVmaWspdHkuc2xzLnFkZi 5t b2Rl bC5ncnFwaHFs Lkdy b3VWTV@k ZWWGNg"

"hasNext Page": true

Error Reponses

HTTP Code Description Response
401 Authorization header is invalid.
"errors":[
{
"message":"Authorization header is inv
alid"
}
]
}
200 Timestamp is invalid.
"data":{
"task":null
h
"errors":[
{

"message":"Exception while fetching
data (/allGroups) : Invalid timestamp."

]
}

200 School code is invalid. {
"data":{
"task":null
}

rrors™:[

{

"message":"Exception while fetching
data (/allGroups) : School code is invalid."

]
}

Create Assignment
Create an assignment when a teacher assigns a resource/lesson/quiz/assignment to students from one group.
® For each assignment, one or more students from the group can be allocated with this assignment, which can be declared through the
assignees parameter.
® For each assignee, a Task will automatically be created in SLS corresponding to the given assignment and asignee.
® Changing of the assignees (adding or deleting) can be done through the updateAssignment mutation.

If a resource been assigned to multiple Groups, the app must make multiple createAssignment mutations (for each group) to SLS.

w Click here to expand...
URL

POST / api s/ v1/ gr aphql

Sample Request

Copyright © 2020 Ministry of Education, Singapore. All rights reserved.



nut ation {

creat eAssi gnnent (i nput: {
title: "My Lesson"
start:"2017-12-03T10: 15: 30+01: 00"
end: "2017-12-13T10: 15: 30+01: 00"
createdBy: "belb5a3ec-7b3b-11e8-adcO-fa7ae0lbbebc”
t ype: LESSON
assi gnees: [ "d938c6¢c2- 7b3b- 11e8- adcO-f a7ae0lbbebc"]
groupUui d: "90c639d2-92el-11e7-b105-0800279a327c"

P A

uui d

..............................................................................................................................................................................

"data": {
"creat eAssi gnment": {
"uui d": "9blddb71-c7e9-4f 98- 8531- 6de5cd0b19a9"

Error Reponses

HTTP Code Description Response
401 Authorization header is invalid. {
"errors":[
{
"message":"Authorization header is inv
alid"
}
]
}
200 Assignment end date is earlier than start
date. "data":{
"createAssignment":null
h
"errors":[
{
"message":"Exception while fetching
data (
/createAssignment) : Start is after or equal
End"
}
]
}
200 Assignment title is not provided. {
"data":{
"createAssignment":null
h
"errors":[
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{

"message":"Exception while fetching
data (
[createAssignment) : Field 'Title' is required”

}
]
}

200 Assignee is empty.
"data":{
"createAssignment":null
}

: rrors™:[
{

"message":"Exception while fetching
data (
/createAssignment) : Assignee cannot be e
mpty"
}
]
}

200 Group is not provided. {
"data":{
"createAssignment":null
}

: rrors":[
{

"message":"Exception while fetching
data (
[createAssignment) : Field 'Group' is requir
ed"

}
]
}

Update Assignment

Update an assignment - if fields are unchanged, leave them as null.

= Click here to expand...
URL

POST / api s/ v1/ graphql

Sample Request

mut ati on {
updat eAssi gnnent (uui d: "d57aa443- 43a6- 4c58- a692- 53865ecdlbca", input: {
title: "My Newer Lesson”
start:"2017-12-03T10: 15: 30+01: 00"
end: "2017-12-05T10: 15: 30+01: 00"
nodi fi edBy: "bel5a3ec- 7b3b-11e8-adcO-fa7ae0lbbebc"
assi gnees: [ "3dcf c622- 7b3b- 11e8- adcO-f a7ae0lbbebc", "26a8c4bc- 7b3b-
11e8- adcO-f a7aeOlbbebc"]
A
uui d
title
start
end
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"data": {
"updat eAssi gnment " {
"uuid": "d57aad443-43a6-4c58-a692- 53865ecdlbca”,
"title": "My Newer Lesson",
"start": "2018-12-03T17:15: 30+08: 00",
"end": "2019-12-05T17:15: 30+08: 00"

Error Reponses

HTTP Code Description Response

401 Authorization header is invalid. {
"errors":[
{
"message":"Authorization header is inv
alid”
}
]
}

200 Assignment does no exist or Assignment is
not created from this App. "data":{
"updateAssignment":null
h
"errors™:[
{
"message":"Exception while fetching
data (
/updateAssignment) : Assignment does not
exist"
}
]
}

200 Unable to update openinNewTab field.
"data":{
"updateAssignment":null
h
"errors":[
{

"message":"Exception performing the
action (/lupdateAssignment) : Assignment
has started, unable to update
openinNewTab."

}
]
}

Delete Assignment

Delete an assignment. Return the assignment UUID on success. App can only delete assignments that it has created.
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= Click here to expand...
URL

POST /api s/ v1/ graphql

Sample Request

nmut at i on{
del et eAssi gnnent (uui d: "b1d590f f - 92b2- 438f - a2d2- ec2411ea5dab")

"data": {
"del et eAssi gnnment": "9blddb71-c7e9- 4f 98- 8531- 6de5cd0b19a9”

Error Reponses

HTTP Code Description Response

401 Authorization header is invalid. {
"errors":[
{
"message":"Authorization header is inv
alid"
}
]
}

200 Assignment does no exist or Assignmentis  {
not created from this App. "data":{
"deleteAssignment":null

h

"errors":[

{
"message":"Exception while fetching
data (
/deleteAssignment) : Assignment does not
exist"

}
]
}

Update Task

Update the task status to reflect the task progress by the student.

w Click here to expand...
URL

PGOST [/ api s/ v1/ graphql
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Sample Request

nmut ati on {
updat eTask(uui d: "ba057b5b- d0e5- 43f 9-971a-c22c3d27a2d7", stat us:
| N_PROGRESS) {
stat us

o {

i "data": {

"updat eTask": {

"status": "I N_PROGRESS"
| }

i }

ol

Error Reponses

HTTP Code Description Response
401 Authorization header is invalid. {
"errors":[
{
"message":"Authorization header is inv
alid"
}
]
}
200 Task does no exist or Task is not created {
from this App. "data":{
"updateTask":null
h
"errors":[
{

"message":"Exception while fetching
data (/updateTask) : Task does not exist"

]
}

Create Notification

This API allows the creation of a SLS natification, which is a plain text message aimed at one or more recipients of a group.

® |f eventType and eventTypeld is provided, recipients who click on this notification can trigger an app launch with the necessary context
information.
® If no eventType and eventTypeld is provided, the notification would be a message that is unclickable.

w Click here to expand...
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URL

POST [/ api s/ v1/ graphql

Sample Request

mut ati on {

createNotification(input: {
nessage: "Noti fication"
scope: CGROUP
scopel d: "90c639d2-92el-11e7- b105- 0800279a327c"
event Type: " LAUNCH_ASSI GNMENT"
event Typel d: "90c639d2-92el-11e7-b105-0800279a327c"
reci pient:["3dcfc622-7b3b-11e8- adcO-f a7ae0lbbebc”]

1A

message

"data": {
"createNotification": {
"message": "Notification”

Error Reponses

HTTP Code Description Response
401 Authorization header is invalid. {
"errors":[
{
"message":"Authorization header is inv
alid"
}
]
}
200 Notification sends to a Group which does {
not exist or App is not installed to. "data":{
"createNotification":null
h
"errors":[
{

"message":"Exception while fetching
data (/createNotification) : Group does not
exist"

}
]
}

200 Notification recipient doesn not exist {
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"data":{
"createNoatification™:null
}

"errors™:[
{
"message":"Exception while fetching
data (/createNotification) : Recipient
(s) [3dcfc622-7b3b-11e8-adcO-
fa7ae0lbbebc] does not exist"
}
]
}



Change Log

v1.0.0-20180302

" |nitial draft of documentation

v1.1.0-20180629

® Updated User object ID field to UUID

v1.2.0-20180904

® Changed SubjectGroup type to Group to support SLS Group

v1.3.0-20181216

® Added allGroups query to support retrieval of all groups installed with the app
® Added School object in User and Group types to return school information of a user and group respectively
® Updated descriptions and comments

v1.3.1-20190304

® Added openinNewTab field in Assignment type schema to support option to open App within iframe or new tab
® Updated in descriptions and comments

v1.4.1-20200309

® Added new EventType, i.e., LAUNCH_URL for Context to support embedding App in SLS Lesson
® Updated descriptions and comments
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